ESG SECURITY SERVICES ARCHITECTURE

MyProxy ESG User DB ESG Metadata DB

Authentication Provider Attributes Provider

Resource Information

User Information Provider .
Provider

authenticate(username, password) : certificate w SAML attributes statement
authorize(certificate, resource, action): SAML authorization statement
attributes(username): SAML attributes statement
policies(resource): SAML attributes statement

ESG SECURITY SERVICES ESG-CA

4) authenticate
_________________________________________________________________________________________ (w/ username, password)

ESG-CA
public key

4) authorize (w/certificate)
6) request user attributes

ESG SSO Portal
(CAS or Shib)
(w/ optional Acegi Authentication
Handler for CAS)

1) authenticate
(w/ username, password)

5) user identity

Data Services Provider
(e.g. OPeNDAP server)

DATA
SERVICES

ESG Gateway
(w/ Acegi security filters)

3) authenticate
(w/ username, password)

ESG-CA
public key

3) data request (w/certificate)

ESG-CA
public key

Desktop Client

1) restricted resource request

——  2) redirect \+

Web Browser Client

|
|
|
|
|
|
|
|
|
|
(e.g. OPeNDAP client) !
|
|
|
|
|
|
|
|
|
|

DESKTOP CLIENT WORKFLOW

WEB BROWSER WORKFLOW



